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- IP IP IP

IP IP  

* 

* 

* 
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IP 

DHCP IP / DNS

IP  

 

1. > LAN  

2. IP DHCP  

3.    

 

----  

DHCP

IP IP IP IP

 

  

* 
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6.2  MAC  

6.2.1   

MAC WAN  

ISP MAC

MAC  

注意 

MAC WAN MAC  

6.2.2  MAC  

1  

1.  

2. > MAC  

3.  MAC  

4.    

 

----  

2  

1. MAC  

2. > MAC  

3. MAC MAC  

* 
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4.    

 

----  

提示
 

MAC MAC > MAC  MAC 

   

  

* 
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6.3  DHCP  

6.3.1   

DHCP IP

DHCP  

提示
 

LAN LAN IP LAN IP DHCP

LAN IP  

6.3.2  DHCP  

1. > DHCP  

2. DHCP DNS  

3.    

 

----  

* 

* 

* 
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注意 

DHCP DHCP DHCP DHCP

 

 

  

DHCP  DHCP  

IP  
DHCP DHCP IP IP

192.168.2.100  

IP  

DHCP IP 192.168.2.200  

提示 

起始 IP 地址和结束 IP 地址必须与网桥的 IP 地址在同一网段。 

 DHCP 255.255.255.0  

 

DHCP IP LAN IP  

提示 

客户端访问本网段以外的服务器或主机时，数据必须通过网关进行转发。 

DNS  

DHCP DNS IP  

提示 

为了使局域网设备能够正常上网，请务必确保首选 DNS 是正确的 DNS 服务器或 DNS 代理的

IP 地址。 

DNS  
DHCP DNS DHCP

 

 

DHCP IP  

DHCP DHCP Request

7/8

IP  

1  
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6.4  DHCP  

> DHCP  

DHCP DHCP DHCP

IP IP  
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6.5  VLAN  

6.5.1   

IEEE 802.1Q VLAN QVLAN

QVLAN  

802.1Q VLAN Tag VID VLAN

Untag PVID VLAN  

 

 

 

 

Tag  Untag  

Access 

Tag VID

VLAN  

PVID

VLAN  

Tag  

Trunk 

VID  PVID Tag  

VID  PVID Tag  

6.5.2  VLAN CPE6S  

> VLAN    
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VLAN  
/ 802.1Q VLAN VLAN PoE/LAN Trunk

 

PVID Trunk VLAN ID 1 VLAN PoE/LAN Trunk  

VLAN 
VLAN ID 1 VLAN

VLAN  

WLAN 
VLAN ID 1000 VLAN SSID

Access PVID VLAN ID  

LAN2 

VLAN ID 1 VLAN Access PVID

VLAN ID  
LAN3 

LAN4 
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6.5.3  VLAN CPE12  

 

 

 

VLAN10 VLAN20  

QVLAN VLAN10 VLAN20 DHCP VLAN

IP  

 

 

 

1. > VLAN  

2.  

3. WLAN VLAN ID 10  

 

  

 1 LAN 1 

 2 LAN 3 

 

 

 

2 

VLAN20 

1 

VLAN10 

WAN 

LAN 
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4.    

 

5.    

6. 1~5 VLAN20  

 

IEEE 802.1Q VLAN  

 VLAN ID VLAN   PVID 

 1,10,20 Trunk 1 

1  1,10 Trunk 1 

3  1,20 Trunk 1 

 

 

1. QVLAN  

 VLAN ID VLAN   PVID 

 10,20 Trunk 1 

2. VLAN10 VLAN20 DHCP  

 

----  

* 

* 
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VLAN10 VLAN20 DHCP

VLAN10 IP VLAN20 IP
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7   

7.1   

7.1.1   

SSID  

SSID  

SSID SSID SSID

SSID SSID SSID

SSID  

SSID SSID  

 

VLAN SSID

 

 

SSID SSID

SSID  

SSID  
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WLAN

 

WEP WPA-PSK WPA2-PSK Mixed 

WPA/WPA2-PSK WPA WPA2  

◼  

 

◼ WEP 

WEP LAN

WEP 54Mbps  

◼ WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK 

Mixed WPA/WPA2-PSK WPA-PSK WPA2-PSK  

3

WEP

 

◼ WPA WPA2 

PSK Wi-Fi WPA WPA

WPA2 802.1x

 

802.1x

RADIUS

WPA WPA2

 

7.1.2   

>  

CPE13  

AP WAN P2MP  
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SSID SSID SSID  

WDS 

WDS Wireless Distribution System AP  

AP

ARP  

提示 

WDS  

* 

* 

* 
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SSID  

SSID  

- SSID SSID  

- SSID WiFi SSID  

 

 

 

  

 

IEEE 802.11

5MHz  

注意 

 

DFS  

DFS Dynamic Frequency Selection

 

 

 

 

 

 

 

 

 

Web

 

 
WEP WPA-PSK WPA2-PSK

Mixed WPA/WPA2-PSK WPA WPA2  

 

-  

-  

 

 

 

◼  
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◼ WEP 

 

 

  

 

WEP Open Shared

 

- Open +WEP SSID

WEP  

- Shared +WEP SSID

WEP WEP  

 
SSID WEP  

“ 2” “ 2” SSID  

1/2/3/4 WEP 4  

ASCII 

 

5 13 ASCII  

Hex 

 

10 26 0-9 a-f A-F  
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◼ WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK 

 

 

  

 

 

- WPA-PSK SSID WPA-PSK

 

- WPA2-PSK SSID WPA2-PSK

 

- Mixed WPA/WPA2-PSK WPA-PSK WPA2-PSK

WPA-PSK WPA2-PSK SSID  

 

WPA WPA-PSK AES TKIP WPA2-PSK Mixed 

WPA/WPA2-PSK TKIP&AES  

- AES  

- TKIP AES TKIP

54Mbps  

- TKIP&AES TKIP AES TKIP AES  

 WPA  

 

WPA WPA  

0  
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◼ WPA WPA2 

 

 

  

 

 

- WPA SSID WPA  

- WPA2 SSID WPA2  

RADIUS  

RADIUS IP / /  RADIUS  

RADIUS  

 

WPA  

- AES  

- TKIP  

- TKIP&AES TKIP AES TKIP AES  

 

WPA WPA  

0  
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50:2B:73:09:94:51 



V1.1  

99 

 

Web

AP  

&  

  

AP 
 

 

AP BSSID 
MAC  

MAC  

AP 

 

MAC BSSID

 

AP 
 

AP AP"  

AP BSSID MAC  

AP 

 

AP AP

AP  

AP
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7.1.3   

 

FREE  

 

 

1. >  

2. SSID FREE  

3.  

4.    

 

 

 

 

WiFi FREE 

WAN 

LAN 
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----  

 

FREE  

  

* 

* 
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7.1.4  WPA  

 

 

PSK  

 

 

1. >  

2. SSID gongchang  

3. WPA2-PSK  

4. AES  

5. UmXmL9UK  

6.    

 

 

 

 

WiFi gongchang 

WiFi UmXmL9UK 

WAN 

LAN 
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----  

 

gongchang UmXmL9UK  

  

* 

* 

* 

* 
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7.1.5  WPA  

 

RADIUS WPA

WPA2  

 

 

 

RADIUS IP 192.168.2.200 UmXmL9UK 1812  

1. >  

2. SSID hotspot  

3. WPA2  

4. RADIUS 192.168.2.200  

5. RADIUS 1812  

6. AES  

7. RADIUS UmXmL9UK  

 

 

 

 

IP 192.168.2.1 

WiFi hotspot 

 

RADIUS  

IP 192.168.2.200 

WAN 

LAN 
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8.    

 

RADIUS  

提示
 

Windows 2003 RADIUS  

1. 配置 RADIUS 客户端。 

(1) Windows 2003 Internet

RADIUS RADIUS  

* 

* 

* 

* 

* 

* 



V1.1  

106 

 

 

(2) RADIUS IP  

  

 

(3) UmXmL9UK    

 

2.  

(1)  

IP  
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(2)    

 

(3)    
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(4)    

 

(5)    
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(6) 802.1x      

 

(7) EAP (PEAP)    

 

(8)  
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(9) root

NAS-Port-Type Ethernet”AND”    

 

(10) -  >>    
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(11)     

 

 

(12)    

 

3.  

802.1x  

 

提示
 

Windows 7  

1. 「 」>「 Internet」>「 」  
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2.  

 

3. M  

 

4.    

 

  

SSID
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5. H  

 

6. Microsoft EAP PEAP  

  

 

7.    
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8. windows    

 

9.    

 

10.    



V1.1  

115 

 

 

11.    
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12. hotspot  
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13. / RADIUS /    

 

----  

 

hotspot  
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7.2   

>  

 

 

 

  

WMM 
WMM QoS

 

APSD 

Automatic Power Save Delivery Wi-Fi WMM  

WMM APSD  
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/  

 

 

 

bit

 

 

 

NVR  

提示 

- AP  

- WDS  

ipMAX/IMAX 

ipMAX/IMAX IP-COM TDMA

 

ipMAX/IMAX  

- 1

 

-  

-  

- 1  

提示 

ipMAX/IMAX ipMAX/IMAX

ipMAX/IMAX WiFi

 

 

 

-  

-  

TPC 

 

TPC

-25dBm

 



V1.1  

120 

 

  

 
 

 

 

提示
 

Beacon  

Beacon  

Beacon

 

Fragment  

 

 

- 

 

- 

 

RTS  

RTS/CTS

RTS/CTS  

RTS RTS

RTS

 

RTS

RTS  

DTIM  

DTIM Delivery Traffic Indication Message Beacon  

DTIM 0 DTIM 0

 

DTIM =1 Beacon

 

LED1  

LED1/LED2/LED3  

LED  

LED2  

LED3  
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7.3   

7.3.1   

>  

 

7.3.2   

1. >  

2.  

3.  

4. MAC  

5.    

提示
 

  MAC  

6.    

 

----  
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SSID SSID  

  

 

 

- SSID  

- SSID

SSID  

7.3.3   

 

 

MAC

14:5F:94:BC:FC:83 6C:4D:73:10:76:D2 CC:08:8D:8E:9F:A6  

 

1. >  

2.  

3.  

4. MAC 14:5F:94:BC:FC:83    

5. 4 MAC 6C:4D:73:10:76:D2 CC:08:8D:8E:9F:A6  

6.    
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----  

 

3  

 

* 

* 

* 
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8   

8.1  LAN  

> LAN  

CPE6S  

 

 

 

  

  

100Mbps  100Mbps  

100Mbps  100Mbps  

10Mbps  10Mbps  

10Mbps  10Mbps  
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提示
 

-  

- PoE

10Mbps 10Mbps  

8.2   

>  

Ping/Traceroute  

8.2.1   

SSID MAC

 

 

1. >  

2.  

----  
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8.2.2  Ping 

Ping  

Ping  

1. >  

2. Ping  

3. IP  

4. IP www.baidu.com  

5. Ping  

6. Ping  

7.    
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----  
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8.2.3  Traceroute 

Traceroute  

Traceroute  

1. >  

2. Traceroute  

3. IP www.baidu.com  

4.    

 

----  
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8.2.4   

 

 

 

 

 

  

 

 

 

AP IP  IP IP  
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IP  AP IP LAN IP  

Web  
Web TCP/IP 80

 

 
Web

TCP/IP  
 

  

 

 

-  

-  

-  

 30  

  

 

1 AP 2 1

 

- 1 IP 192.168.2.1 

- 1 / admin 

- 2 IP 192.168.2.2 

- 2 / admin 

 

1. 1 2 2  

2. >  

3.  

4. AP IP  

5. IP LAN IP 192.168.2.1  

6. Web admin  

7.  
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8.    

 

 

----  

 

 

- AVG RX  

- AVG TX  

- AVG Total  

 

  

* 

* 

* 

* 

* 

* 
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8.2.5   

 

 

1. >  

2.  

3. 36 5180MHz 165 5825MHz  

4.    

 

5.    

 

----  

 

153~165
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8.3   

8.3.1   

WAN  

 

>  

 

 

  

  

IP  IP  

 

IP /  
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8.3.2   

 

WAN

1Mbps  

IP 192.168.2.100~192.168.2.200  

 

1. >  

2.  

3. IP 192.168.2.100~192.168.2.200  

4. 1Mbps  

5.    

 

----  
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IP 192.168.2.100~192.168.2.200 1Mbps

1Mbps  
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8.4   

8.4.1   

WAN  

TCP UDP

 

>  

 

 

  

IP  IP  
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 TCP&UDP  

 

 

 

  

  

8.4.2   

 

WAN

Web  

 

Web  

 

− WAN IP 202.105.11.22 

− Web 192.168.2.100 

− Web 9999 

提示
 

WAN IP IP IP 100

IPv4 A B C A 10.0.0.0-

10.255.255.255 B 172.16.0.0-172.31.255.255 C 192.168.0.0-

192.168.255.255  

80 Web

1024~65535 9999  
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1. >  

2. Web IP 192.168.2.100  

3. HTTP  

4. Web 9999  

5.  

6. Web TCP&UDP  

7.    

 Web   

 

 

WAN  
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----  

 

 

 

://WAN IP

://WAN IP :  

http://202.105.11.22:9999  

WAN IP  

WAN DNS ://WAN :

 

提示
 

Web  

-  

-  
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- IP IP  
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8.5  MAC  

8.5.1   

MAC WAN  

MAC  

> MAC  

MAC MAC  

 

 

  

 

MAC  

- MAC  

- MAC

 

- MAC

 

 MAC  
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MAC  MAC  

 00:00~00:00  

  

  

  

8.5.2  MAC  

 

WAN  

8:00~18:00

 

MAC  

CC:3A:61:71:1B:6E  

 

1. > MAC  

2. MAC  

3.  

4. MAC CC:3A:61:71:1B:6E  

5. 08:00~18:00  

6.  

7.    
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----  

 

 

 

8:00~18:00 MAC CC:3A:61:71:1B:6E
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8.6   

8.6.1  DNS 

 

DNS WAN  

DNS DNS WAN IP

DNS IP  

DNS WAN IP IP

DNS DMZ WEB

WAN IP  

>  

 

 

  

DNS DNS  

 
DNS DNS Dyndns No-ip.com

3322.org  

 DNS /  

DNS   

 DNS  
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DNS  

 

WAN

Web  

 

− Web  

− DNS Web WAN

IP  

Web  

− 192.168.2.100 

− 9999 

Dyndns  

− DNS zhangsan 

− DNS zhangsan.dyndns.com 

提示
 

WAN IP IP IP 100

IPv4 A B C A 10.0.0.0-

10.255.255.255 B 172.16.0.0-172.31.255.255 C 192.168.0.0-

192.168.255.255  

80 Web

1024~65535 9999  

 

 

 Web   

 
 

WAN  
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1. DNS  

(1) > DNS  

(2) DNS  

(3) DNS Dyndns  

(4) DNS

zhangsan  

(5) DNS zhangsan.dyndns.com  

(6)    

 

2.  

(1) >  

(2) Web IP 192.168.2.100  

(3) HTTP  

(4) Web 9999  

(5)  

(6) Web TCP TCP&UDP  

(7)    
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----  

 

 

 

://WAN

://WAN :  

http://zhangsan.dyndns.com:9999  

提示
 

Web  

-  

-  

- IP IP  
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8.6.2  WEB  

 

WEB WAN  

LAN WEB

WAN  

http:// WAN IP : WAN DNS

http:// WAN :  

>  

WEB  

 

 

  

WEB  WEB  

IP  

IP  

-  

- IP

IP IP  

 

8080  

1~1024 1025~65535
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WEB  

 

WAN

IP-COM  

WEB  

 

− WAN IP 202.105.11.22 

− IP 202.105.88.77 

− WEB 8080 

 

1. > WEB  

2. WEB  

3. IP IP-COM IP

202.105.88.77  

4.    

 

----  

 

IP 202.105.88.77 http:// 202.105.11.22:8080

WAN DNS http://WAN :8080  
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8.6.3   

 

>  

 

 

1. >  

2.  

3. 3:00  

4.  

5.    

 

----  

3   
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8.6.4  WEB  

WEB

 

>  

WEB 5  
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8.6.5  SNMP  

 

SNMP Simple Network Management Protocol

 

SNMP  

SNMP  

SNMP SNMP SNMP MIB Management 

Information Base  

− SNMP SNMP

SNMP NMS Network Management System

 

− SNMP

SNMP  

− MIB

SNMP MIB SNMP

MIB /  

SNMP SNMP SNMP SNMP SNMP

 

SNMP  

SNMP SNMP SNMP  

− Get SNMP SNMP  

− Set SNMP MIB  

SNMP  

SNMP v1 SNMP v2c SNMP Community

SNMP SNMP SNMP

SNMP SNMP  
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SNMP v2c SNMP v1 SNMP v1 GetBulk

InformRequest Counter64

 

MIB  

MIB

OID Object Identifier MIB A

OID 1.3.6.1.2.1.1 B OID 1.3.6.1.2.1.2  

 

SNMP  

>  

SNMP  

 

 

  

SNMP  
SNMP  

SNMP SNMP SNMP
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SNMP SNMP v1 SNMP v2c  

 

+  

提示 

SNMP  

Community 

SNMP SNMP public  

SNMP SNMP Community MIB  

/ Community 

/ SNMP SNMP private  

SNMP SNMP / Community MIB

 

 ShenZhen  

SNMP  

 

− NMS IP 192.168.2.1/24 NMS IP

192.168.2.212/24  

− NMS SNMP v1 SNMP v2c  

 

 

1.  

Community zhangsan / Community zhangsan123  

(1) > SNMP  

(2) SNMP  

(3) Community zhangsan  

 

192.168.2.1/24 

NMS 

192.168.2.212/24 
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(4) / / Community zhangsan123  

(5)    

 

2. NMS  

SNMP v1/v2c NMS Community / Community

NMS  

----  

 

NMS SNMP SNMP MIB

SNMP   

* 

* 

* 
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8.6.6  Ping  

Ping Ping

 

Ping ICMP ICMP

 

>  

Ping  

1. > Ping  

2. Ping  

3.  

4.    

 

----  

 

  

Ping  

Ping  

Ping Ping IP IP

 

IP  Ping IP  

Ping  Ping ICMP 300  

 
Ping 300  

Ping
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1~65535 3  

N Ping N ICMP

IP Ping  
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8.6.7  DMZ  

 

DMZ WAN  

DMZ

DMZ  

注意 

- DMZ  

- DMZ DMZ  

>  

DMZ  

 

 

  

DMZ  DMZ  

DMZ IP  DMZ IP  

DMZ  

 

WAN

Web  

 

DMZ  
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− WAN IP 202.105.11.22 

− Web IP 192.168.2.100 

− 9999 

提示
 

WAN IP IP IP 100

IPv4 A B C A 10.0.0.0-

10.255.255.255 B 172.16.0.0-172.31.255.255 C 192.168.0.0-

192.168.255.255  

80 Web DMZ

1024~65535 9999  

 

 

1. > DMZ  

2. DMZ  

3. DMZ IP 192.168.2.100  

4.    

 

----  

 Web   

 
 

WAN  
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://WAN IP

://WAN IP

:  

http://202.105.11.22:9999 WAN IP

 

WAN DNS ://WAN :

 

提示
 

Web  

- DMZ  

- IP IP  

8.6.8  Telnet  

Telnet Telnet  

>  

Telnet  

 

8.6.9  UPnP  

UPnP Universal Plug and Play UPnP UPnP

 

>  

UPnP  
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8.6.10   

 

 

>  

 

 

8.6.11  STP 

STP Spanning Tree Protocol IEEE 802.1D

 

>  

STP  
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9   

9.1   

>  

 

 

提示
 

 

9.1.1   

LAN  
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9.1.2   
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9.2   

9.2.1   

 

提示
 

 

 

1. >  

2.    

 

3.    

 

---  
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9.2.2   

 

注意 

- 

 

-  

- IP 192.168.2.1 / admin  

 

 

1. >  

2.    
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3.    

 

----  

 

 

Reset 8 PoE/LAN

 

9.2.3   

 

注意 

 

- .bin  

-  

 

1. IP-COM www.ip-com.com.cn

 

2. >  

3.    

http://www.ip-com.com.cn/
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4.  

 

----  

 

提示
 

 

2021 
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9.2.4   

 

/

 

提示
 

1

 

 

1. >  

2.  /   

 

3.    
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4.    

----  

APCfm.cfg  

 

1. >  

2.  /   

 

3.    
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IMAX/ ipMAX  
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LED1  -90dBm 

LED2  -80dBm 

LED3  -70dBm 

WEB  5  

Ping   

Telnet   

UPnP  

  

STP  

   

 

  

AES Advanced Encryption Standard  

AP Access Point  

ARP Address Resolution Protocol  

BSSID Basic Service Set Identifier  

CCQ Client Connection Quality  

CPE Customer Premises Equipment  

DFS Dynamic Frequency Selection  

DHCP Dynamic Host Configuration Protocol  

DNS Domain Name System  
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GMT Greenwich Mean Time  

ICMP Internet Control Message Protocol  

IP Internet Protocol  

TKIP Temporal Key Integrity Protocol  

LAN Local Area Network  

MAC Medium Access Control  

P2MP Point-to-Multi-Point  

PoE Power over Ethernet  

PVID ID Port-based VLAN Identifier  

RADIUS Remote Authentication Dial In User Service  

SSID Service Set Identifier  

TCP Transmission Control Protocol  

UDP User Datagram Protocol  

VLAN Virtual Local Area Network  

WAN Wide Area Network  

WDS Wireless Distribution System  

WEP Wired Equivalent Privacy  

WLAN Wireless Local Area Network  

WMM Wi-Fi Multi-media  

WPA Wi-Fi Wi-Fi Protected Access  

WPA-PSK WPA WPA-Preshared Key  
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